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§727.3

DOE organizations), network devices,
automated information systems, or
other related computer equipment
owned by, leased, or operated on behalf
of the DOE.

DOE means the Department of En-
ergy, including the National Nuclear
Security Administration.

DOE computer means any computer
owned by, leased, or operated on behalf
of the DOE.

Individual means an employee of DOE
or a DOE contractor, or any other per-
son who has been granted access to a
DOE computer or to information on a
DOE computer, and does not include a
member of the public who sends an e-
mail message to a DOE computer or
who obtains information available to
the public on DOE Web sites.

User means any person, including any
individual or member of the public,
who sends information to or receives
information from a DOE computer.

§727.3 To whom does this part apply?

(a) This part applies to DOE employ-
ees, DOE contractors, DOE contractor
and subcontractor employees, and any
other individual who has been granted
access to a DOE computer or to infor-
mation on a DOE computer.

(b) Section 727.4 of this part also ap-
plies to any person who uses a DOE
computer by sending an e-mail mes-
sage to such computer.

§727.4 Is there any expectation of pri-
vacy applicable to a DOE com-
puter?

Notwithstanding any other provision
of law (including any provision of law
enacted by the Electronic Communica-
tions Privacy Act of 1986), no user of a
DOE computer shall have any expecta-
tion of privacy in the use of that DOE
computer.

§727.5 What acknowledgment and con-
sent is required for access to infor-
mation on DOE computers?

An individual may not be granted ac-
cess to information on a DOE computer
unless:

(a) The individual has acknowledged
in writing that the individual has no
expectation of privacy in the use of a
DOE computer; and
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(b) The individual has consented in
writing to permit access by an author-
ized investigative agency to any DOE
computer used during the period of
that individual’s access to information
on a DOE computer and for a period of
three years thereafter.

§727.6 What are the obligations of a
DOE contractor?

(a) A DOE contractor must ensure
that neither its employees nor the em-
ployees of any of its subcontractors has
access to information on a DOE com-
puter unless the DOE contractor has
obtained a written acknowledgment
and consent by each contractor or sub-
contractor employee that complies
with the requirements of §727.5 of this
part.

(b) A DOE contractor must maintain
a file of original written acknowledg-
ments and consents executed by its em-
ployees and all subcontractors employ-
ees that comply with the requirements
of §727.5 of this part.

(c) Upon demand by the cognizant
DOE contracting officer, a DOE con-
tractor must provide an opportunity
for a DOE official to inspect the file
compiled under this section and to
copy any portion of the file.

(d) If a DOE contractor violates the
requirements of this section with re-
gard to a DOE computer with Re-
stricted Data or other classified infor-
mation, then the DOE contractor may
be assessed a civil penalty or a reduc-
tion in fee pursuant to section 234B of
the Atomic Energy Act of 1954 (42
U.S.C. 2282b).
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